
1 

 

International Journal of Recent Research and Review, Vol. XII, Issue 3, August 2019 

ISSN 2277 – 8322 

Enhanced Watermarking Technique to Implement Invisible 

Watermark through GLCM & PCA Algorithm 
Hemant Goutam1 Ram Lal Yadav2 

1M.TechScholar, KITE, Jaipur, 2Associate Professor, KITE, Jaipur 

Email -hemantgoutam007@gmail.com,ram.bitspilani@gmail.com 

 

Abstract- The spatial domain method and frequency 

domain method are the two broader categorizations of 

several watermarking techniques proposed over the 

time. The lower order bits of cover image are improved 

for embedding a watermark through the spatial domain 

technique. Minimizing the complexity and including 

minimum computational values are the major benefits 

achieved through this technique. However, in the 

presence of particular security attacks, the robustness 

of this technique is very high. Further, the techniques 

that use some invertible transformations such as 

Discrete Cosine Transform (DCT) are known as the 

frequency domain transform techniques. The image is 

hosted by applying Discrete Fourier transforms (DFT) 

and Discrete Wavelet Transform (DWT) techniques. 

The coefficient value of these transforms is modified as 

per the watermark for embedding the watermark 

within the image easily. Further, on the original image, 

the inverse transform is applied. The complexity of 

these techniques is very high. Also, the computational 

power required here is high. The security attacks are 

provided with more reverts through these methods. 

GLCM (Gray Level Co Occurrence Matrix) technique 

is better approach compare with other approach. In 

this paper, GLCM (Gray Level Co Occurrence Matrix) 

and PCA (Principal Component Analysis) algorithms 

are used to improve the work capability of the neural 

networks by using watermarking techniques. PCA 

selects the extracted images and GLCM is used to 

choose the features extracted from the original image. 

The output of the PCA algorithm is defined by using 

scaling factor which is further used in the 

implementation. In this work, the proposed algorithm 

performs well in terms of PSNR (Peak Signal to Noise 

Ratio), MSE (Mean Squared Error), and Correlation 

Coefficient values. The proposed methods values are 

better from the previous work. 

Keywords-Invisible Watermarking, Blind 

Watermarking,  PCA, GLCM, PSNR, MSE 

I. INTRODUCTION 

The image processing is defined as process of 

producing input images at a particular place. It 

consists of metric and topological [1] edges in order 

to analyze and for cracking the edges for the creation 

of structures between the pixels of images. The 

intensity of the captured is varied from small 

neighboring pixel boundary. This pixel boundary is 

very important term used in this image processing. 

The image is viewed by using sinkholeand the 

processing of the images is completely based on the 

knowledge and execution. The decisions are made by 

using human cognition method according to the 

provided information. The percentage of the 

degradation is calculated by analyzing the quality of 

images.  

 

 

 

 

 

 

 

 

 

Figure 1.1: Image processing flow 
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 Objective quantitative methods measuring 

image quality are more interesting for our 

purposes 

The objectives of image processing can be divided 

into five groups:  

1. Hallucination (monitor the objects that are not 

visible.)  

2. Image restoration and sharpening (for creating 

better image.)  

3. Image repossession (search for the image of 

interest.)  

4. Measurement ofpattern (measures a range of 

objects in an image.)  

5. Image acknowledgment (differentiate the objects in 

an image) 

 

Digital Image Watermarking 

Digital watermarking embeds the data called 

watermark into a multimedia objects so that the 

watermarked can be identified in order to make an 

assertion regarding objects. It is of two types visible 

or invisible. For e.g. the logo of television channel is 

clearly visible at the corner of the television picture, 

is visible watermark whereas the invisible watermark 

is hidden inside the objects which can only be 

detected and identified by the authorized user. These 

types of watermarks are suitable for making 

authentication [8] and detection of unauthorized 

copies. It holds the embedded images with the 

information andthen these watermarked images are 

transmitted and extracted by the receiver. There are 

two different kinds of detection types in 

watermarking. In first type the detector does not 

require original cover of the image to detect the 

watermark and it is called blind watermarking. In the 

second type, the detector requires the original cover 

of the image to identify the watermark and is called 

non-blind watermark.  

The model of digital image watermarkingis divided 

into two parts; the first one is the watermark 

embedding process and is shown in the figure 1.2. 

 

 

 

 

 

 

 

 

Figure 1.2 Watermark Embedding 

In Figure 1.3, shows represents sender, the 

Watermark is embedded into the Cover Image with 

the Secret Key that ensures the security [9] of 

watermarking process. The output is the Watermarked 

Image. 

The embedding watermark in the LSB provides best 

image quality whereas the embedding watermark in 

the MSB The process of watermarking is divided into 

two parts: 

a) Embedding of watermark into host image 

b) Extraction of watermark from image 

a) Watermarking Embedding:The process of 

image watermarking is performed at the 

source e4nd. The watermark is embedding 

the host image by using any of the 

watermarking algorithms. The complete 

process is described in the figure 1.3.  

 

 

 

 

 

       Fig 1.3 Embedding process of image watermarking 

b) Watermarking Extraction:In this process, 

the watermark is extracted from the 

watermarked image by reversing the 

embedding [16] algorithm. The complete 

process is shown by the figure 1.4.  
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Fig.1.4. watermarking extraction  

Watermarking requires some desirable properties 

based on the application of the embedded watermark 

images. Some of them are illustrated as follow: 

i. Effectiveness: It is most significant property 

of the watermarking technique that it should 

be effective and able to detect effectively. If 

effective watermarking does not takes place 

then the basic objective of watermarking is 

not fulfilled.  

ii. Host signal Quality: This is also important 

property. As, it is well known that the 

watermark is embedded in host signals like 

images, video, audio, so, the watermarking 

will takes place in such a manner that the host 

signals are changed up to minimum values 

and should not be noticed by the visible 

watermark.  

iii. Watermark Size: Watermarking is used for 

the owner verification and for the security 

confirmation of the embedded watermark and 

it always takes place during data 

transmission. So, it is very important to 

minimize the size of the watermark because it 

will increase the size of the transmitted data 

which will be visible to all. 

iv. Robustness: there are so many reasons by 

which the watermarking is degraded and 

altered at the time of transmission. Hence, the 

watermark should be robust and withstand  

II.  LITERATURE REVIEW 

ArezouSoltaniPanah et.al (2018) reviewed [22] a 

latest development in the applications which are non-

media and have emerged very largely from past so 

many years. The receiver is able to detect watermark 

so the invisibility can be redefined and accepted in all 

the conditions so that can be generalized more easily. 

The main purpose of this paper to motivate the 

research in this field and solves that the research 

problems occurring during data mining process. By 

using this model the data was not restricted to 

multimedia or any other persistent behavior. The 

complex format of the data affects the format of data 

mining and discovery of knowledge based methods. 

So, the digital watermarking methods are performed 

in such a manner that it will not interfere in data 

mining process. This improves the security issues 

which are one of the most common issues. The basic 

requirements for data mining are low complexity, 

scalability, able to distribute cooperative apparatus. 

Therefore, the researchers conclude that the proposed 

technique of watermarking is suitable for Iot and 

resolves the problem of ownership of network of 

collaborated with cloud computing.  

Wen Zhang et.al (2018) summarizes [23] the research 

program for the implementation of watermarking 

technology and finding such technology which is hard 

to copy, easy to detect, less expensive and less 

polluted.  The authors explained three stages that 

generates the watermarks, print, scans, extracts and 

identifies watermarks, which was divided during the 

process of watermarking.  The digital watermarking 

methodology which is implemented on the digital 

images makes the research fragile and prevents to 

develop any kind of relationship between 

watermarking algorithm and printing process 

parameters. Therefore, the researchers concluded that 

the relationship of invisibility and robustness to resist 

printing- scanning attacks could be balanced. The 

process of printing and scanning involves color space 

transformation.    

David-Octavio Muñoz-Ramirez et.al (2018) presented 

[24] a robust watermarking framework for the 

representation of color watermark. Discrete Cosine 

Transform (DCT) and Quantization Index Modulation 

(QIM) are the methods used to perform color image 

as a watermark. The color watermark is encoded in 

such a manner that the data used to represent the color 
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is reduced.  Moreover, the coded watermark converts 

into mid frequency coefficients of DCT are used to 

make sure about the robustness of the watermark. The 

efficiency of most common attacks like JPEG 

compression, impulsive and Gaussian noises, scaling 

etc has been compared with the proposed technique in 

terms of Peak-Signal-to Noise Ration (PSNR). 

Therefore, the results conclude that the proposed 

system achieves high imperceptibility with average 

values of PSNR and SSIM of 40 db and 0.994 

respectively. The robustness is also very high as 

compared to the JPEG compression, impulsive and 

Gaussian noise, even the watermark could be 

recovered up to certain limit.   

AnirbanPatra et.al (2018) proposed [25] a new 

technique for invisible watermarking of images by 

using alpha blending. The purpose of alpha blending 

is to display a bitmap and alpha bitmap is consisting 

of transparent and semi transparent pixels. The 

researchers have worked on color image and gray 

scale image, in which gray scale is works as 

watermark image which is placed at a secret place of 

the main scale image by using different values of 

alpha in alpha blending. This process is performed on 

the each plane of the image. Therefore, the resulting 

image having the information about color image and 

gray scale image but the original images are invisible. 

Hence, the researcher concluded that this technique 

can be used as image stenography after its post 

processing work.   

Irshad Ahmad Ansari et.al (2018)proposed [26] image 

watermarking algorithm in the paper with the title 

“Block-based SVD image watermarking in spatial 

and transform domains”. This proposed technique is 

used to protect the digital images from unauthorized 

users. For the identification of the actual owner of 

host image, robust image watermarking technique is 

used. The researcher finds that the robust 

watermarking scheme is faulty and the faults are 

being studied in this paper. The scheme is full of 

positive errors and so it is not right choice to figure 

out the ownership of watermarked image. Hence, the 

proposed approach improves the robustness and 

imperceptibility based on SVD approach. 

Unfortunately, this approach becomes useless and 

meaningless due to the presence of false posit    

improves the robustness and imperceptibly by using 

block based SVD approach but this improvement 

become meaningless because of the security flaw 

(false positive error) that remain untouched in their 

scheme. 

Aoshuang Dong et.al (2017)proposed [28] water 

marking embedding technique which transforms the 

domain of two-dimensional image and achieves 3D 

model protection of copyright. This process of 

embedding analyzes the principal components, 

normalization and the choice of the projection. A 

digital water marking method was proposed based on 

the three dimensional model projections of images. 

The experiments were conducted which shows that 

the proposed algorithm was robust to three 

dimensional model. Hence, the researcher concluded 

that the invisibility of the watermark is quiet good in 

three dimension model of water marking and capable 

of anti-rotation, anti translation and anti-noise attack.   

III. PROPOSED WORK 

 Problem Definition  

For making sure that the multimedia information is 

not accessed or modified by unauthorized users, 

several digital techniques have been proposed as per 

the growth of internet applications. However, the 

most commonly used technique is the watermarking 

technique. The spatial domain method and frequency 

domain method are the two broader categorizations of 

several watermarking techniques proposed over the 

time. The lower order bits of cover image are 

improved for embedding a watermark through the 

spatial domain technique. Minimizing the complexity 

and including minimum computational values are the 

major benefits achieved through this technique. 

However, in the presence of particular security 

attacks, the robustness of this technique is very high. 

Further, the techniques that use some invertible 

transformations such as Discrete Cosine Transform 

(DCT) are known as the frequency domain transform 

techniques. The image is hosted by applying Discrete 
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Fourier transforms (DFT) and Discrete Wavelet 

Transform (DWT) techniques. The coefficient value 

of these transforms is modified as per the watermark 

for embedding the watermark within the image easily. 

Further, on the original image, the inverse transform 

is applied. The complexity of these techniques is very 

high. Also, the computational power required here is 

high. The security attacks are provided with more 

reverts through these methods. GLCM (Gray Level 

Co Occurrence Matrix) technique is another approach 

that is applied within this method.  

Objectives of Research   

Following are the major objectives to be achieved in 

this research:  

1. Analyze the properties of existing watermarking 

algorithm. 

2. Propose improvement in the watermarking 

technique to generate a blind watermark. 

3. Proposed technique will be based on the GLCM 

algorithm to analyze features of the original image. 

4. Implement proposed technique and compare it with 

existing technique. 

Research Methodology 

For providing security to the image data, an efficient 

technique known as watermarking is applied. Blind 

and semi-blind watermarking techniques are the two 

broader classifications of various watermarking 

techniques proposed over the time. The OS-ELM 

(Online Sequential Extreme Learning Machine) 

approach that is basically a machine learning 

approach is utilized to introduce semi-blind 

watermarked image in the base paper. For the 

extraction of features from the original and watermark 

images, the four levels DWT technique is applied. In 

order to introduce the semi-blind watermarks, the 

training image that is analyzed using DWT algorithm 

is given as input such that the final training sets can 

be created. The textual features of images are 

analyzed using DWT algorithm. The proposed 

technique replaces DWT with GLCM algorithm that is less 

complex and creates blind watermarks easily by providing simple 

mechanism was creating the training sets.  

 

 

 

 

 

 

 

 

Fig 3.1: Proposed Flowchart of embedding 

 

 

 

 

 

 

 

Fig 3.2: Proposed Flowchart for extraction 

Following are the steps followed within the proposed 

algorithm:  

1. Input image: - Several sensitive and non-sensitive 

images are taken as input in the initial phase. For 

increasing the security of data, it is possible to hide 

the sensitive image within the non-sensitive image. 

The keys that encrypt the watermarking images are 

created using the non-sensitive image.  
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2. Textural Feature Analysis: - The GLCM algorithm 

is applied in the secondary phase for extracting the 

textural features of the sensitive image. The various 

textural features such as correlation, homogeneity and 

so on can be extracted by applying GLCM algorithm.  

GLCM Algorithm 

The GLCM algorithm is performed through following 

steps:  

1. An input is given as an image and this image is 

stored as pixels. The matrix is considered to count the 

total number of pixels of an image.  

2. Another matrix for instance matrix P is used to 

save the counted pixels.  

3. The similarity amongst pixels those are stored 

within the input matrix is checked by applying the 

histogram technique.  

4.The following formula is applied to calculate the 

contrast of matrix:  

𝒈 = 𝐞𝐱𝐩[
𝒎𝒆𝒂𝒏(𝑰)−𝒎𝒊𝒏𝒊𝒎𝒖𝒎(𝑰)

𝒎𝒂𝒙𝒊𝒎𝒖𝒎(𝑰) −𝒎𝒆𝒂𝒏(𝑰)
] 

5. From matrix g, the normalization matrix is 

generated as:  

𝒈 = [

𝟎.𝟖𝒊𝒇𝒈 < 0.8
𝟏.𝟐𝒊𝒇𝒈 > 1.2
𝒈𝒐𝒕𝒉𝒆𝒓𝒘𝒊𝒔𝒆

] 

3. Implement Particle Swarm Optimization 

Algorithm:- From the extracted pixels, features are 

chosen by the PCA algorithm. The image is taken as 

input by the PCA algorithm and amongst various 

pixels, similarities and differences are analyzed. The 

dimensions of input data are minimized by PCA 

algorithm through the calculation of similarity 

amongst pixels. The throughput distance is used to 

analyze the similarity amongst various pixels. The 

statistics techniques and mathematical formulas are 

used to compare the pixels against each other. Within 

the recognition and image compression fields, PCA is 

applied generally. The data is transformed from high 

to low dimensions by applying the Principal 

Component Analysis (PCA) technique. The Eigen 

vector formula is used to calculate the low 

dimensions.  

The PCA mechanism follows certain steps which are:  

1. The mean value of matrix known as A is 

calculated.  

2. From the matrix values, the mean value is 

subtracted and a new matrix B is generated.  

3. Eigen formula is applied to calculate the covariance 

from matrix which is given as C=AAT.   

4. Eigen formula is applied to calculate the Eigen 

value of C.  

5. The following equation is applied to generate the 

Covariance matrix from input values:  

𝑽𝑵𝑺− �̅� = 𝒃𝟏𝒖𝟏 +𝒃𝟐𝒖𝟐 + 𝒃𝟑𝒖𝟑 +⋯+𝒃𝑵𝒖𝑵 

6. Within the low dimensions, the highest Eigen 

values are stored: 

𝑺 − �̅� =∑ 𝒃𝟏𝒖𝟏
𝟏

𝑰=𝟎
; 𝟏 < 𝑁 

IV. RESULTS & DISCUSSION 

 

Fig. 4.1 Generation of Watermarked Image 
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Fig 4.2 Watermark generation with proposed algorithm  

In figure 4.2, the GLCM and PCA algorithms are 

implemented in order to select the scaling factor 

dynamically and by this factor the watermarked 

image is generated.  

 

Fig 4.3 Watermark extraction 

In figure 4.3, the inverse operation is implemented in 

order to extract the watermark image from original 

image. The watermark is shown in the above figure.  

 

Fig 4.4 Watermarked Image 

In figure 4.4, the inverse operation is implemented to 

extract the watermark image from the original image.  

Table 4.1 shows the results of the proposed and 

existing techniques. These results are compared on 

the basis of the PSNR, MSE, BER and coefficient 

correlation values.   

 

 

 

Table 4.1 

Result comparison of different images on different parameters 

 Parameter values Existing Work 

Values 

Proposed Work 

Values 

Watermarked image PSNR 13.3917 18.0129 

MSE 3001.26 2874.83 

Correlation 

Coefficient 

0.01 0.01 

Entropy 7.9990 7.9989 

Contrast Attack PSNR 20.0542 26.0537 

MSE 647.22 547.30 

Correlation 0.96 0.01 
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Coefficient 

BER 4.2319 4.2200 

Sharpened Attack PSNR 23.6209 29.4842 

MSE 284.70 243.80 

Correlation 

Coefficient 

0.97 0.98 

BER 7.003 6.9047 

Salt & pepper 

Attack 

PSNR 22.4476 27.484 

MSE 373.00 293.80 

Correlation 

Coefficient 

0.96 0.91 

BER 7.9012 7.9036 

Decrypted image PSNR 13.3848 18.0130 

MSE 3006.02 3274.75 

Correlation 

Coefficient 

0.01 0.00 

BER 7.6833 3.4237 

Elapsed time  0.011795 sec 0.011994 sec 

  

V. CONCLUSION & FUTURE WORK 

Conclusion  

This research shows that the digital watermarking is 

categorized into two categories that are public and 

private. The secret key is used for identification 

purpose which should always be present with the user 

so that digital watermarked images can be retrieved. 

In order to ensure robustness more secured 

watermarking techniques are proposed. The licensed 

based identification technique is implemented in the 

embedded information. A serial number is used to 

store the information like customer record. The 

receiver having legal copyright can easily retrieves 

the public watermark information. In public 

watermark includes copyright or licensing 

information which is used to recognize the patent or 

copyright of the public watermark information. The 

relevant information is identified by using 

watermarking technique. The demands of attaining 

capacity in the watermarking are very large in the 

public watermark and the receiver will get more 

information about copyright with the help of this 

public watermark. This decreases the requirement of 

robustness. It involves three basic steps that are 

embedding, transmissions as well as extraction. In 

this work, the efficiency of watermarking technique is 

concluded that, it has capacity to hide all the sensitive 

information stored in the form of images. GLCM and 

PCA algorithms are used to improve the work 

capability of the neural networks by using 

watermarking techniques. PCA selects the extracted 

images and GLCM is used to choose the features 

extracted from the original image. The output of the 

PCA algorithm is defined by using scaling factor 

which is further used in the implementation. It has 

been concluded by performing simulations that the 

proposed algorithm performs well in terms of PSNR, 

MSE and Correlation Coefficient values.  
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Future Work  

There are certain future aspects of the proposed 

algorithm:- 

1. This proposed algorithm can be compared with 

other existing watermarking algorithms on the various 

parametric values.   

2. This algorithm can be improved by using more 

secure channel algorithms.   
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